
Being prepared to 
prevent fraud in future 
crisis 

Putting into practice what we learned from the 
COVID-19 pandemic to support preparedness 
for the next crisis
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Governments need to respond swiftly in times of crisis

Relief funding must be 
expedited to help those 

that need it 

High trust models are 
required to mobilise 

relief effort

To go live sooner a 
higher fraud risk profile 

is generally accepted 

There are trade-offs with the
high trust model. 

There will be more fraud 

Studies estimate losses 
to disaster fraud are 

estimated at 10% 
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disaster
is a critical event much wider in scope. It 

causes serious disruption to the social 
routine 

e.g. earthquakes, tsunamis, virus and disease 
outbreaks 

vs 

emergency
is an unforeseen incident that can be 

responded to using available resources
e.g. neighbourhood fires and vehicular 

accidents 



We need to go in “eyes wide-open” that fraudsters can take 
advantage of a high trust model in times of crisis
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We have seen it happen at the SFO

International experience is that fraud losses rise during disaster recovery 
with estimated losses being 10-15% of the disaster recovery funding.

Following the Canterbury earthquake, the SFO investigated eight cases 
additional to its normal caseload– the alleged fraud value was $257M.

Following the Canterbury earthquake recovery, the SFO investigated and 
prosecuted two large scale Ponzi schemes, with the prosecuted fraud 
valued at $31M. 
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The impacts are beyond financial

Human
Government 

outcomes
Reputational Industry

Security Environmental
Government 

systems
Business
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Our operational experience shows you need to be proactive 
with fraud control in disaster management 

1 Accept that there is an inherently high risk of fraud, and it is very likely to happen. 

2 Integrate fraud control resources (personnel) into the policy and process design to 
build awareness of fraud risks.

3 The business and fraud control should work together to implement low friction 
counter-measures to prevent fraud risk where possible.

4 Carry out targeted post-event assurance to look for fraud, ensuring access to fraud 
investigation resource.

5 Be mindful of the shift from emergency payments into longer term services and 
revisit the control framework – especially where large sums are invested.
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Being prepared for the 
next crisis
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Readiness for the next crisis is one of the four areas of activity 
of emergency management 

New Zealand’s approach to emergency 
management can be described by the 
four areas of activity which are known 
as the 4 R’s. 

A focus on the 4R’s can improve your 
ability to get through in an emergency. 
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Why it is better to prepare for the next crises during BAU than 
in times of crises

During a crisis fraud can have significant impacts, such as:

 increasing the cost of emergency management

 reducing the resources available to manage the issue

 further suffering for disaster victims
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BAU

 Measured and logical planning 
 More resources - more can be done at 

a lower cost 
 Less time critical need for roll out of 

programmes and initiatives
 Quality assurance checks and pressure 

testing

 A need to get things done rapidly means less 
time for planning

 Fewer resources as they are funnelled into 
other activities

 There can be timing pressures and delays
 Trade offs on quality assurance checks - can 

result in compromises on quality

During a disaster

VS



The COVID-19 pandemic highlighted 5 critical lessons

These five lessons provide some good practice actions that we can put in place now, to minimise the 
effort and mitigate the impact at the time of the next disaster. 
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Fraud risk 
Assessments before 

funding is agreed

Where possible use 
established delivery 

processes 

Continuous 
assessment of risk 

Post assurance 
activities

Be prepared for the 
next disaster

Fraud risk assessment 
should be undertaken 

by skilled people 
before funding is 

agreed.

A clear path to 
retrospectively check 

payments should be in 
place at the point the 

scheme starts to 
distribute spend.

You need to be able to 
make  real-time 

continuous 
improvement to 

enhance your controls 
as vulnerabilities are 

exposed.

A clear path to 
retrospectively check 

payments should be in 
place at the point the 

scheme starts to 
distribute spend.

There is limited time 
to prepare in an 

emergency. You need 
to have your processes 
and controls in place 

before the next 
emergency. 



The disaster management 
products can help you be 
prepared for the next 
disaster
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How to use the disaster management products

International experience shows that early and 
effective incorporation of fraud prevention and 
detection measures as part of the recovery 
process are critical to minimising losses from 
financial crime.

We have two guides –

• Low-friction countermeasures containing 8 
controls 

• Data countermeasures containing 7 controls 
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You can use these guides to help strength your organisations disaster response 

Why this is 
important in a 

crisis

The benefits of each countermeasure so 
you can understand why and how it can 
help to minimise the risk of fraud in a 
disaster recovery situation.

More about this 
countermeasure

Summary of each of the 
countermeasures, so you can 
understand what the implementation of 
each one might involve for your 
organisation.  

Considerations 
for 

implementation 

The limitations of this countermeasure 
may be so that you can recognise and 
make informed decisions regarding 
your fraud risk threshold, or where you 
might need to ask for additional help, 
such as from your legal services team.



Next steps in counter fraud preparedness
Preparedness for counter fraud should be done as part of an organisations integrated approach to 
crises management as well as BAU counter fraud efforts. 
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Check out the SFO Counter Fraud Centre portal for additional resources to help your 
organisation counter fraud 

Carry out a fraud risk assessment to identify vulnerabilities and enable solutions for 
mitigation as required 

Ensure that members of your internal fraud and risk teams are aware of your emergency 
management approach 

Chat with other agencies to understand how they might have approached similar 
vulnerabilities and risks 

Discuss your counter fraud approach with the emergency management officers  in your 
organisation
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